
How to Use Architecture Design to 

Secure Your SCADA System 
Avior Sofer, Barak Bitan, Raz Balas Havier Roasso, Elroi Damri 

NRCN – Nuclear Research Center Negev 

 

Ukraine power grid cyberattack case study 

On December 23, 2015, the power grid of Ukraine was hacked [1], resulting in power outages 

for roughly 230,000 consumers in Ukraine for 1-6 hours. The attack took place during the 

ongoing Russo-Ukrainian War and is attributed to a Russian advanced persistent threat group 

known as "Sandworm" [2]. Based on the DHS (The U.S. Department of Homeland Security) 

report, three Ukrainian oblenergos (a term used to describe an energy company) experienced 

coordinated cyberattacks that were executed within 30 minutes of each other. After the hacker 

break into the corporate network, they spread out to the operation network. About 30 

substations offline by simply clicking on the HMI station to open one breaker after another. It is 

the first publicly acknowledged successful cyberattack on a power grid. 

The sliding scale of cyber security 

This damage could have been significantly minimized by planning the system architecture with 

cybersecurity aspects in mind. Report [1] listed several recommendations to minimize the impact 

of this cyberattack. 

There are several methods and aspects to protect SCADA systems from cybersecurity attacks. 

Figure 1 provides a model that summarizes the different categories of actions and investments 

that contribute to cyber security. 

 

 
Figure 1. The Sliding Scale of Cyber Security [3] 

 



Each category in fig. 1 has a defined cost-profit value [3]. For instance, while offensive actions 

consume a lot of resources and provide low value to the protection of the system, a minor change 

to the architecture (network separating, adding physical synoptic, manual valve, etc.) can add a 

modification with high cyber security value. 

 

 
Figure 2. Value Towards Security vs. Cost [3] 

 

One of the best ways to find a “cyber-attack nightmare” and provide an architecture solution is by 

performing risk assessment analysis. Especially in ICS1 a good cyber security architecture design 

can be a “game changer” when one's system is hacked. 

Risk Assessment methodologies 

Risk assessments are used to identify, estimate, and prioritize risk to organizational operations 

(i.e., mission, functions, image, and reputation), organizational assets, individuals, other 

organizations, and the Nation, resulting from the operation and use of information systems. The 

purpose of risk assessments is to inform decision-makers and support risk responses by 

identifying: 

1. relevant threats to organizations or threats directed through organizations against other 

organizations. 

2. vulnerabilities both internal and external to organizations 

3. impact (i.e., harm) to organizations that may occur given the potential for threats 

exploiting vulnerabilities. 

4. likelihood that harm will occur. 

The result is a determination of risk (i.e., typically a function of the degree of harm and likelihood 

of harm occurring). Organizations can take several approaches to assess risks: asset-based, 
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vulnerability-based, or threat-based. Each methodology can evaluate an organization's risk 

posture, but they all require tradeoffs. 

Asset-Based 

Traditionally, organizations take an asset-based approach to assessing IT risk. Assets are 

composed of the hardware, software, and networks that handle an organization’s information—

plus the information itself. An asset-based assessment generally follows a four-step process: 

• Inventory all assets. 

• Evaluate the effectiveness of existing controls. 

• Identify the threats and vulnerabilities of each asset. 

• Assess each risk’s potential impact. 

Asset-based approaches are popular because they align with an IT department’s structure, 

operations, and culture. A firewall’s risks and controls are easy to understand. 

However, asset-based approaches cannot produce complete risk assessments. Some risks are 

not part of the information infrastructure. Policies, processes, and other “soft” factors can expose 

the organization to as much danger as an unpatched firewall. 

Vulnerability-Based 

Vulnerability-based methodologies expand the scope of risk assessments beyond an 

organization’s assets. This process starts with an examination of the known weaknesses and 

deficiencies within organizational systems or the environments those systems operate within. 

From there, assessors identify the possible threats that could exploit these vulnerabilities, along 

with the exploits’ potential consequences. 

Tying vulnerability-based risk assessments with an organization’s vulnerability management 

process demonstrates effective risk management and vulnerability management processes. 

Although this approach captures more of the risks than a purely asset-based assessment, it is 

based on known vulnerabilities and may not capture the full range of threats an organization 

faces. 

Threat-Based 

Threat-based methods can supply a more complete assessment of an organization’s overall risk 

posture. This approach evaluates the conditions that create risk. An asset audit will be part of the 

assessment since assets and their controls contribute to these conditions. 

Threat-based approaches look beyond the physical infrastructure. By evaluating the techniques 

threat actors use, for example, assessments may re-prioritize mitigation options. Cybersecurity 

training mitigates social engineering attacks. An asset-based assessment may prioritize systemic 

controls over employee training. A threat-based assessment, on the other hand, may find that 

increasing the frequency of cybersecurity training reduces risk at a lower cost. 
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