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Cyber security for/of SCADA1 systems nowadays, in the aspect of potential damage, 

is regulatorily mandatory. Cyber threats on SCADA facilities scale over the years, as 

ransomware became a frequent method used by cybercriminals. According to the 

annual data breach investigation report, released in 2022 by VERISON [1], the 

reported cases of ransomware doubled in comparison to 2020 and became the second 

most common breaching 

method. Cybercriminals 

recognize the industry's reliance 

on computing systems, along 

with the simplicity and 

abundance of tools available in 

the market, as a profitable field. 

As ransomware attacks proved 

themselves more attractive and 

rewarding over time, the tools 

used by the attackers gradually 

become more advanced and 

sophisticated.  

Ransomware is an ever-evolving form of 

malware designed to encrypt files on the victim’s 

device until the attacker gets paid. The most 

common encryption mechanism used by 

malware is asymmetric encryption. Asymmetric 

Encryption uses two different, yet related keys. 

One key, the Public Key, is used for encryption 

and the other, the Private Key, is for decryption. 

The malware uses the public key for encrypting 

the files on the victim’s digital asset (Figure 2), 

while the private will be revealed to victim to 

decrypt by the malware operator.  Any system that gets breached by ransomware that 

relies on digital assets becomes unusable according to CISA2. As opposed to specific 

SCADA malware such as the infamous Stuxnet attack, Triton, and others [2], most 

ransomware malware attacks do not need to acquire intelligence about the target 

facility prior to the attack since methods for file encryption are similar in most digital 

networks and assets. A successful ransomware malware attack depends on the span 

of the digital network, i.e., encrypting all digital assets on a site including the data on 
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Figure 1 Ransomware over time in breaches [1] 

Figure 2 Ransomware payment request 



backup servers can be fatal to the organization and may lead to an inability of the 

facility to recover from the attack. 

 

Figure 3 ransomware stat for the year 2022 [3] 

In Mandiant trends in cybercrime for 2022 report [3], the most attacked industry is 

manufacturing. The prime reason for that is the economic dependency on the need for 

continuous manufacturing, shutdown time is translated to money-losing. Additionally 

Industrial Control Systems (ICS) based facilities availability is crucial and mandatory 

to safety. In most cases, the availability of processes is a disadvantage when 

regarding cyber protection. Operating and controlling processes lean on the integrity 

and continuity of data presented to the facility operators. The effect of a successful 

ransomware attack on a facility's ICS can limit the operators' reaction, and even 

prevent the operation of safety functions. For example, on the colonial pipeline 

ransomware attack that take place on 2021 April 29, Joseph Blount the Chief 

Executive Officer said in an interview that the company shut down the entire gasoline 

pipeline system for the first time in 57 years [2]. 

Looking at the evolution of ransomware in ICS networks over the last years as 

DRAGOS report [4] presented (Figure 4 ICS ransomware mail stones by Dragos Figure 4), it is 

obvious that ransomware is here to stay. In June 2017, MAERSK, the global shipping 

conglomerate, was attacked by ransomware. Systems where down for two weeks until 

system was restored. estimation of cost is estimated to 400 million dollars. The 

company did not pay the ransom. In march 2019 NORSK HYDRO, the Norway 



renewable company, get hit by a ransomware. although the company was able to 

restore the system immediately the estimated cost was 50 million dollars. In 2020 

EKANS malware was revealed and it was a variant of ransomware that was 

specialized for ICS searching the historians and ICS endpoints introducing a new 

strategy in the ransomware field. Later on, 2021 two primary ransomware take place 

exhibiting the new strategy. the colonial pipeline, where the company paid the ransom 

of 5 million dollar. But the system was restored from backups although the decryption 

key was given to them. JBS food suffered in the same year from ransomware attack 

that closed by paying the ransom of 11 million dollar. Recently Heilbronner Stimme 

media group was attacked by ransomware preventing all printed newspaper, since the 

attack the newspaper published by digital only. 

 

Figure 4 ICS ransomware mail stones by Dragos [4] 

In order to minimize the opportunity to a successful 

ransomware attack to take place, NIST3 published a 

profile for Ransomware risk management [5] based 

on the NIST cybersecurity framework [6]. The frame 

work is organized by five high level functions of cyber 

risk assessment cycle, although not all functions are 

implemented continuously, they represent 

organization lifecycle. The five functions are: Identify, 

Protect, Detect, Respond and Recover (Figure 5).  

Those functions use to organize the categories, that 

are the programmatic needs and particular activities. 

In the framework categories are divided into 

subcategories that are outcomes or technical and/or management activities.  

The Tables 1-5 defines the ransomware profile; the first column is the function in the 

framework. The second column the categories in the framework and the third column 

briefly explains how each category help to implement the function for ransomware. 

Subcategories are no mentioned in the table but can be find in the extension in the 

framework. Adoption and Implementation of the categories and continued with the sub 

categories help organizations and individuals to manage the risk of ransomware 

events.   
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Figure 5 NIST five functions in cybersecurity 
framework 
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Function Category Ransomware application 
ID

E
N

T
IF

Y
 

Asset Management (ID.AM): The data, 
personnel, devices, systems, and facilities 

that enable the organization to achieve 
business purposes are identified and 
managed consistent with their relative 

importance to organizational objectives 
and the organization’s risk strategy. 

Develop an organizational 
understanding to manage 
cybersecurity risk to 
systems, people, assets, 
data, and capabilities. 
 

• Maintain hardware 
and software 
inventories 

• Document information 
flows 

• Identify the external 
information systems 
to which your 
enterprise connects 

• Identify critical 
enterprise processes 
and assets 

• Establish 
cybersecurity policies 
that spell out roles 
and responsibilities 

Business Environment (ID.BE): The 
organization’s mission, objectives, 

stakeholders, and activities are 
understood and prioritized; this 

information is used to inform cybersecurity 
roles, responsibilities, and risk 

management decisions. 

Governance (ID.GV): The policies, 
procedures, and processes to manage 

and monitor the organization’s regulatory, 
legal, risk, environmental, and operational 
requirements are understood and inform 
the management of cybersecurity risk. 

Risk Assessment (ID.RA): The 
organization understands the 

cybersecurity risk to organizational 
operations (including mission, functions, 

image, or reputation), organizational 
assets, and individuals. 

Risk Management Strategy (ID.RM): The 
organization’s priorities, constraints, risk 

tolerances, and assumptions are 
established and used to support 

operational risk decisions. 

"Supply Chain Risk Management (ID.SC): 
The organization’s priorities, constraints, 

risk tolerances, and assumptions are 
established and used to support risk 
decisions associated with managing 

supply chain risk. The organization has 
established and implemented the 

processes to identify, assess and manage 
supply chain risks." 
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Function Category Ransomware application 
P

ro
te

c
t 

Identity Management, Authentication and 
Access Control (PR.AC): Access to 

physical and logical assets and 
associated facilities is limited to 

authorized users, processes, and devices, 
and is managed consistent with the 

assessed risk of unauthorized access to 
authorized activities and transactions. 

Develop and implement 
appropriate safeguards to 
ensure delivery of critical  
services. 
 

• Manage access to 
assets and 
information 

• Manage device 
vulnerabilities 

• Educate and train 
employees and other 
users 

• Protect your devices – 
securely 

• Protect sensitive data 

• Conduct regular 
backups 

Awareness and Training (PR.AT): The 
organization’s personnel and partners are 

provided cybersecurity awareness 
education and are trained to perform their 

cybersecurity-related duties and 
responsibilities consistent with related 
policies, procedures, and agreements. 

Data Security (PR.DS): Information and 
records (data) are managed consistent 
with the organization’s risk strategy to 

protect the confidentiality, integrity, and 
availability of information. 

Information Protection Processes and 
Procedures (PR.IP): Security policies (that 

address purpose, scope, roles, 
responsibilities, management 

commitment, and coordination among 
organizational entities), processes, and 
procedures are maintained and used to 

manage protection of information systems 
and assets. 

Maintenance (PR.MA): Maintenance and 
repairs of industrial control and 

information system components are 
performed consistent with policies and 

procedures. 

Protective Technology (PR.PT): Technical 
security solutions are managed to ensure 
the security and resilience of systems and 

assets, consistent with related policies, 
procedures, and agreements. 



Table 3 

 

Table 4 

 

 

 

 

Function Category Ransomware application 
D

E
T

E
C

T
 

Anomalies and Events (DE.AE): 
Anomalous activity is detected and the 

potential impact of events is understood. 

Develop and implement 
appropriate activities to 
identify the occurrence of 
a cybersecurity event. 
 

• Test and update 
detection processes 

• Train staff 

• Know expected data 
flows 

• Quickly communicate 
and determine the 
impact of 
cybersecurity events 

 

Security Continuous Monitoring (DE.CM): 
The information system and assets are 

monitored to identify cybersecurity events 
and verify the effectiveness of protective 

measures. 

Detection Processes (DE.DP): Detection 
processes and procedures are maintained 

and tested to ensure awareness of 
anomalous events. 

Function Category Ransomware application 

R
E

S
P

O
N

D
 

Response Planning (RS.RP): Response 
processes and procedures are executed 
and maintained, to ensure response to 

detected cybersecurity incidents. Develop and implement 
appropriate activities to 
take action regarding a  
detected cybersecurity 
incident. 
 

• Develop response 
plans 

• Coordinate with 
internal and external 
stakeholders 

• Test response plans 

• Update response 
plans 

Communications (RS.CO): Response 
activities are coordinated with internal and 

external stakeholders (e.g. external 
support from law enforcement agencies). 

Analysis (RS.AN): Analysis is conducted 
to ensure effective response and support 

recovery activities. 

Mitigation (RS.MI): Activities are 
performed to prevent expansion of an 

event, mitigate its effects, and resolve the 
incident. 

Improvements (RS.IM): Organizational 
response activities are improved by 

incorporating lessons learned from current 
and previous detection/response 

activities. 
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Function Category Ransomware application 
R

E
C

O
V

E
R

 

Recovery Planning (RC.RP): Recovery 
processes and procedures are executed 
and maintained to ensure restoration of 

systems or assets affected by 
cybersecurity incidents. 

– Develop and implement 
appropriate activities to 
maintain plans for 
resilience  
and to restore any 
capabilities or services 
that were impaired due to 
a cybersecurity 
incident. 
 

• Make contingency 
plans 

• Communicate with 
internal and external 
stakeholders 

• Manage public 
relations and 
company reputation 

• Test and update 
recovery plans 

 

Improvements (RC.IM): Recovery 
planning and processes are improved by 
incorporating lessons learned into future 

activities. 

Communications (RC.CO): Restoration 
activities are coordinated with internal and 

external parties (e.g.  coordinating 
centers, Internet Service Providers, 

owners of attacking systems, victims, 
other CSIRTs, and vendors). 
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